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Aostract 


A rnatheraatica).  analysis  of  an  arnpl  itucle-moo'uio'ciyn 
(AM),  rotatinR-reficle,  infrared  (IR)  missile  system  was 
conducted.  Two  types  of  janming,  sinusoidal  and  noise, 
were  shown  tc  bo  effective  against  the  AM-reticle  systeivi. 

The  following  IR  modulation  techniques  v;hic;h  generate 
these  jamming  types  were  discussad;  poriodic,  pseudornridom., 
and  random  binary’’  s.odulatlon.  A method  for  evaluating  tno 
effects  of  eacli  typo  of  jnn-mng  was  proposed. 


x'i 


MODULATION  TECllNIQUES  FOR  DEFEATI.'iG 
PA.SSIVE  RETICLE -EASED  InHuaRED  SYSTEMS 


1 • Ini:  reduction 


One  of  the  most  conimonly  encountered  and  most  contd-.s- 
tently  effective,  throats  to  modern  combat  aircra.ft  is  riiat 
of  the  infrared  (TR)  or  hea t- tccicinjj,  miGs.ilOt  Recognltl:-!': 
these  facts,  the  United  States  Ai:c  Force,  in  seneral , and 
the  Air  Force  A.vicnics  Labo.ratory , in  po.rtioular,  have  snoa 
sored  a p;reat  deal  of  WGi'-  cn  el«ct . o-optioa t (EO)  OMi'.rtr- 
mciisures  designed  to  defeat  •^rah  'rlssilns.  This  the.-. is  vos 
undertaken  as  a p-art  of  toat  effo.tt. 

As  the  title  sucuesn  s,  this  tViesis  investif;ates  o'ne 
possibility  of  u:>in^  prOjj..rly  mcdulaf'C  'R  sources  to  de.fea 
or  jam  infrared  missiles.  In  particular,  reticle-based 
systems  are  investijjated  because  they  comprise  the  larso;.:: 
family  of  IR  systems. 


Thesis  I imitat ) or.s 

For  reasons  to  be  explained  later  in  this  report,  only 
amplitude-niodulatsd  (AM),  rocatinf^  reticle  systems  will  be 
analyzed;  hov;ever,  as  will  also  ba  explained  Irxter,  it  is 
hoped  th:'.t  the  results  for  the  AM,  rotating  reticle  can  be 
applied  to  the  jaimnlng  of  other  reticle  systems,  e.g,,  fre- 
quency-modulated (FM)  systems.  The  analysis  in  this  report 
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will  concentrate  on  the  signal  processing  aspect  of  an  IR 
system,  rather  than  on  the  optical  or  control  aspects. 

The  modulation  techniques  presented  in  this  report  do 
not  represent  an  exhaustive  list.  Because  of  the  multitude 
of  possible  jamming  codes,  each  of  which  could  introduce  new 
parameters,  this  report  discusses  three  general  types  of 
modulation  techniques  and  presents  a method  of  analyzing 
each. 


The  sis  l ew 

This  thesis  begins  by  brie.^ly  I'eviev^ing  reticle-based 
IR  systems.  Next,  a raathcinatical  model  of  how  a reticle 
system  turns  a spatial  scone  into  an  iirL'crmacion-bearing 


electrical  signal  v;ill  bo  developK;>d,  Using  such  a model,  a 
study  will  be  made  of  the  effects  of  janni.irig,  botch  sinusnidal 
and  noise,  on  the  tracking  performance  of  an  IR  system. 

Next,  a discussion  of  three  types  cf  modulation  tcchniques-'- 
pertodic  codes,  pseudorandcir  codes,  and  random  binary  codes- - 
wi.ll  be  presented.  This  report  will  conclude  with  a brief 
suiwnaj'y  of  the  basic  findings  evci  with  several  I'ecoramen- 
dations  for  future  work. 
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II . Baok.^.roui’d  Material 

This  chapter  v.’ill  present  some  of  the  basic  coneepts  of 
reticle-based  IR  systems.  For  additional  information  on 
reticles,  the  reader  is  referred  to  two  very  readable  sources 
(Ref  1;  Ref  2!Ch.  6). 

Reticles  as  S'pati.al  Filters 

In  IR  applications,  a reticle,  also  called  a cbopp.'T  or 
eplscotister , is  an  optical  TPodulator  used  to  3.ip;'j''es3 
unv/’anted  background  si.tnals  (a  cloud,  for  cxari/slc)  v'bnP.o 
eriiTrincinp  tiup  signals  from  a tai'get,  c.g,,  a jet  cit  jnc. 

This  technique  of  discri  ml  oaring  against  objects  subtonciinu 
large  angles  in  favor  of  objects  of  small  angular  exte.nl:  is 
called  space  or  spatial  filtering. 

F' aure  1 shows  how  a reticle  fits  into  a simplified  IR 
tracking  system.  Tue  field  lens  focuses  the  systems’  field 
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of  view  on  the  reticle.  The  reticle  then  chons  this  radi- 
ation by  means  of  a rotati.ng  geometrical  pattern  of  trans- 
parent and  opaque  sections.  Rext,  t’ne  Imaging  lens  focuses 
the  output  field  of  the  reticle  onto  the  entire  surface  of 
the  optical  detector.  The  entire  active  area  of  the 
detector  is  illuminated  to  avoid  changes  in  sensitivity 
across  the  surface  of  the  detector.  The  optical  detector 
converts  the  radiation  incident  on  its  surface  into  an 


3 


/optical  axis 


Infrared  _ /\y/ 

■ 

optical 

electrical 

radlalrior.  } 

V 

[> 

deteotc.i 

. signal 

2'Cti 

field 

lens 

cle 

Iri^agir.'S 

lens 

Figura  T.r  Sinple  Betide  Syr,te”i! 


Fissure  2 demons tr a Coo  the  spatial  filteri /ip,  char  tctsa:- 
istic  of.  a typical  reticle.  The  reticle  in  this  case  ' s fan- 
shaped  with  alternating  transf>arent  and  opaque  sections. 
Imagine  the  reticle  spinning  about  an  axis  coiiicident  v;ith 
the  optical  axis.  Figure  2a  shows  the  detector  output  f'.  r a 
small  point  source  of  light.  The  radiance  f rora  the  small 
source  (target)  is  alternately  transmitted  and  blocked  by 
the  rotating  sections  of  the  reticle.  Thus  the  output  of 
the  detector  is  periodic  v/ith  a fundamental  frequency, 
given  by  the  following  expression 


q “ "fr 


(!) 


where  n is  the  number  of  pairs  of  clear  and  opaque  sections, 
and  f is  the  rotational  frequency  of  the  reticle.  Figure  2b 


Figure  2.  Spatial  Filtering  Cliaracteristio  of  a Rotating  Reticle 

shows  the  detector  output  for  a large  source  of  infrared 
radiation,  such  as  a sunlit  cloud.  Since  the  cloud  iti^ege 
covers  several  segments  of  the  reticle  pattern,  very  little 
chopping  action  is  achieved  by  the  reticle.  The  detector 
output,  therefore,  will  be  essentially  a large  constant  or 
DC  value  with  a small  ripple  caused  by  what  little  chopping 
is  accomplished. 
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Reticles  that:  Provid e Posit:?. onal  T nf orniat lor. 


The  reticle  systems  under  investigation  in  this  paper 
are  used  to  detect  and  track  particular  targets,  usually  jet 
airplanes.  Tn  these  system.^  it  is  the  function  of  t)'ie  reticle 
to  modulate  the  incident  radiance  in  such  a manner  as  to 
impart  positional  information  to  the  detector  output.  Another 
important  feature  of  reticle  design  is  that  it  must  provide 
good  background  suppression  in  order  to  detect  targets  in  the 
presence  of  objects  with  high  radiant  flux. 

The  simple  t\.'o- sector  reticle  shov7n  in  figure  3 will 
provide  a good  example  of  now  reticlc.s  provi.do  positional 
information.  Figure  3a  shows  tije  detector  cutout  ohen  a tt  > 
get  is  preser.t  at  position  Pj.  , v;hile  Flguro  3b  depicts  the 
detector  output  va.th  a target  at  P2>  The  dctectcur  output  in 


both  cases  is  a pulse  train  at  the  chopping  frequency  or 
scan  frequency  in  this  case?  however,  the  change  in  target 
position  from  pj  to  P2  has  resulted  in  a time  delay  or  phase 
j shift  in  the  detector  output.  Therefore,  it  is  the  relative 

phase  angle  of  the  detector  output  that  provides  the  positional 
information.  Since  phase  angles  must  be  measured  from  some 
refercr.ee,  a typical  phase  reference  system  v;ill  consist  of  a 
small  m.agnet  affixed  to  the  rotating  reticle.  Each  time  this 
magnet  passes  a small  pip  coil  mounted  on  the  fixed  frame  of 
the  reticle  housing,  a sharp  pulse  is  generated  which  serves 
as  a steady  phase  reference. 

The  simple  reticle  shown  in  Figure  3 is  only  capable  of 
producing  a phase  modulated  signal  containing  the  direction 
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Figure  3.  Possitional  Inforration  Derived  fror;  a Sir.plo  ■j'xrD-ee.Tnent 

Reticle 


of  the  target  from  the  center  of  the  reticle,*  it  is  not 
capable  of  determining  how  far  the  target  is  off  center  nor 
is  it  capable  of  adequate  beckground  soppressi.on.  Therefore, 
through  judicious  use  of  the  180°  trai'isparent  section  of  Che 
simple  reticle,  these  necessaiy  features  must  be  incorporated 
into  the  reticle  design. 

If  the  180°  transparent  segijieut  of  the  simple  reticle 
is  divided  into  pairs  of  alternating  f'-paque  and  transparent, 
fan- shaped  segments,  then  both  requirements  can  be  met.  This 
more  complicated  reticle  is  shown  in  Fi.gure  4.  As  a target 


i tv  'ie - .-.odulc. t i'  ig 


phn  ce  “inod.ula  t ?.n 


Figure  Ilf  Reticle  xrlth  Good  Bac] 

'Bracking  Qur 


image  laovei.  radially  i.n  or  cat  frora  rhc  reticle's  ernrer, 
the  detector  output  is  ai:pl.itude-:.;odi',iai:rd,  TLi  :>  ampli  tude- 
modulation  is  caused  hy  the  radially  changing  relationship 
between  the  si::e  of  the  tai'get  image  and  the  size  of  the  fcau' 
shaped  sectors.  Thus,  the  amplitude  of  the  detector  output 
is  direct! 3'^  proportional  to  the  radial  position  of  the  target 
image. 

The  fan-s)iaped  segments  also  help  in  suppressing  back- 
ground signals.  Early  studies  on  atmospiicric  background 
noise  (Ref  It  77-82)  determined  that  substantiall3'  no  compo- 
nent of  the  detector  output  due  to  sky  background  signals  was 

found  above  the  eighth  harmonic  of  the  reticle  scan  frequenc}’. 

/ 

On  the  other  hand,  small  IR  sources,  sucli  as  jet  engines,  con- 
tributed harmonics  out  to  twenty  times  the  scan  rate.  Blbcr- 
inan  and  E'stey  (Ref  It  78-80)  patented  a lo'ticlc  that  produced 
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a "carrier"  frequency  at  least  eij^ht  times  Iiigher  than  the 
scan  frequency.  This  reticle  cut  dramatically  the  effects 


of  atmospheric  background  noise.  The  carrier  frequency  of  a 


reticle  system  may  be  coniputed  from  the  following  oxpressioii 


f^  = Knf^ 
c r 


where  f^  is  the  carrier  frequency,  K is  the  reciprocal  of 


the  fra.ctlon  of  the  tott^l  area  of  the  reticle  oecupicvl  by 


tliC  fan- shaped  segments,  n is  the  number  of  pairs  of  fa.i- 


rhapcd  secticns,  and  f^  is  the  rotational  frequc..cy  of  ti.e 


reticle.  The  reticle  shovai  in  Figure  4,  co.vmionly  culled  a 


’rising-sun"  reticle,  prodtices  a carrier  f.raqueney  ten  t’i-..'.os 


i;igVier  than  its  scan  f rcvijncy , and  is  ossenti-'illy  tlr:: 


developed  by  Biborman  and  Estey. 


The  phase-modulation  portion  of  the-  reticle  sho^^ii  ii: 


Figure  4 has  a transmittance  of  0.5.  This  is  to  balance  t:he' 


radiation  through  the  reticle,  and  thus  suppress  a major 


background  signal  at  the  spin  frequency  of  the  reticle. 


It  is  important  to  note  that  the  relative  phase  arigle 


of  the  carrier  does  not  contain  the  desired  target  iufor 


mation;  rather  it  is  the  phase  of  tlie  envelope  of  the  detec 


tor  output  that  contains  the  proper  positional  inforniation. 


Figure  5 shows  the  output  of  the  detector  for  the  reticle  of 


Figure  4 with  the  proper  phase  angle  identified. 


Reticle  Modulation  Techniques 


Although  the  reticle  shown  in  Figure  4 produces  a signal 
that  is  both  phase-modulated  and  amplitude-modulated , in  the 
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nojueiiclaLure  of  rcvAclos  l;  is  ccnsj-dorc-d  <'.n  ret.iol*.'. 

This  is  because  reticle  systems  rep.ul-irly  ina’ee  use  of  plia de- 
modulation for  one  piece  of  tracking  informatloji,  usually 
the  direction  of  the  target  from  the  reticle  ceittr;  there- 
fore, the  modulation  technique  used  to  provide  the  oiiier 
piece  of  tracking,  information,  e.g.,  distance  of  target  from 
reticle  center,  is  commonly  used  to  identify  the  overall 
reticle  system.  Examples  of  I’M  and  pui  se-duratiori-modvilation 
reticle  systems  are  ciiscussed  in  the  literature  (Ref  1(34-38,' 
Ref  2:247-250). 

In  order  to  be  effective  against  as  many  reticle  systems 
as  possible,  the  analysis  in  this  thesis  is  directed  toward 
degrading,  the  phase  tracking  performance  of  an  IR  system. 
Thus,  the  modulation  teciinique  needed  to  provide  the  other 


piece  of  tracking  information  is  of  secondary  concern.  For 
this  reason,  the  ’-elatively  simple  iVM  reticle  will  suffice 
as  an  adequate  model  for  this  investigation. 


Rotating  vs.  Stationary  Reticles 


The  discussion  thus  far  has  centered  around  rotating 
reticles  with  stationary  optics.  There  is  no  reason  why 
systems  cairnot  be  designed  v/ith  stationary  reticles  arid 
rotating  optics.  Indeed  ii-.any  such  systo.r.s  iiave  bes.ii  built 
(Ref  2r?.50-25d).  gtatioticr.y  reticles  can  oficr  siginf.canc 
advantages  over  rotati.ng  systems,  the  i;,iporti>nt  of  v:hlch 

is  that  there  is  no  loss  of  carrier  for  zero  •■'ointin-',  ericr 
with  a staticii-'iT/  reticle. 

Since  this  tlvesis  is  a firsc-cut  atcen.it  at  np.  i\..rig 
" smart- jammi ng"  teebiniques  to  IR  systems,  the  simpler 
rotating  reticle  will  scrye  as  a representati  ve  rnodcM  . 

Again,  since  both  stationary  and  rotating  reticle  systems 
use  phase-modulation  for  directional  information,  it  is 
airticipated  that  the  results  of  this  rcpoi't  can  be  e::tcnded 
to  stationary  reticles  as  well. 
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III.  Mathomarical  Analysis  c^f  AM-Reticle  System 


In  order  to  study  the  effects  of  jamming  on  an  IR  system, 
a model  of  how  this  system  processes  target  inforraation  must 
first  be  developed.  This  chapter  will  analyze  the  signal - 
processing  portion  cf  a typical  AM  reticle  system  and  s raath- 
eiiiarical  model  for  evaluati.ng  jamming  techniques  vnill  bo 
proiX)sed, 


Block  Diagram  of  Typical  AM  Systvom 

Shov:n  in  Figure  6 is  a block  diagram  containing  -J-e 
major  co;;iponcnts  of  an  AM-roticle  s/ste;;!.  Aot'^  that  t.i_ 
network  after  the  optical  detector  is  csscntiajly  a bn.'un 
AM  detector  familiar  to  electronic  corvmuuicators. 


Optical  Detector  Output 

The  output  of  the  optical  detector  is  given  by  the 
following  expression  (Ref  3«1;  Ref  4»5ci;  Ref  5 1 1563) 


v.(t) 


S r(x,y,t)s(x,y,t)dx  dy 


wherc^  r(x,y,t)  is  tlie  reticle  transmittance  function  and 
s(x,y,t)  is  the  two-dimensional  input  scene,  i.e.,  what  the 
missile  sees.  Due  to  tdie  dimensionality',  a mathematical 
analysis  of  Eq  (3)  is  extremely  difficult  (Ref  4:54-57)  and 
quickly  leads  to  elegant  formulas  whicdi  obscure  the  basic 
concepts.  Tlierefore,  in  order  to  simplify  the  mathematics 
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Fi.^ure  6,  Block  of  TypVo.'vi  AM-Retlclo  Bystem 


without;  losing  any  basic  concepts,  a o:)o-di.racnsional  reticle 
analysis  will  be  propos€?d  using  the  fol.lov.'ing  expression  for 
the  detector  outnut 


v^^(t)  = S,oc  r(x,t)s(x, t)dx 


where  r(x,t)  is  the  one-dir.iensional  reticle  transmittance 
function  t).;d  s(x,t)  is  the  one -dimensional  scene  fund  ion. 
Since  the  rni.ssilc  hiSs  a.  firitc  fielc:  of  v'iov,’',  s(x,t)  nil'!,  be 
i)Oun<Jed  in  x;  thut. , thv^  limits  of  integration  in  f.c,  (f)  v-ould 
be  across  the  field  of  view  of  tne  reticle  sysrer..  Hov.-ever, 
in  coder  tti  i-.eep  the  analysi  s general  , Infini  to  limits  are 
slic.v’n  in  hg  ihe  scc.-e  function,  s(.r.t;,  i s ref  r ' oi  -ed 

to  b'.'  hcavi.‘;y  tine  denevritrit;  the  tine  dei-aadcncy  b-.-ni 

shown  to  simplify  later  cxpressioris  v/l,cn  a time  varying 
jamii.cr  is  inserted  into  the  analysis,  Eq  (4)  shov.’s  one  of 
the  most  important  functions  of  a reticle,  that  of  turnir.g 
an  essentially  time-invariant  scene  function  into  a t’ me 
vai-ying  electrical  signal. 

Figure  7 serves  to  illustrate  the  concept  of  a retic'le 
transmittance  function.  As  shown  in  Figut'c  7a,  assufne  a 
small  point  source  of  infrared  radiation  is  imaged  on  th.e 
reticle  at  point  x^^;  as  the  reticle  rotates,  the  image  is 
alternately  passed  and  blocked  by  the  transparent  and  opaque 
segments  and  one-half  of  the  images'  radiance  is  passed  as 
the  0,5  transmittance  section  passes  x^.  I'igure  ?b  shows 
the  fraction  of  total  radiaiit  flux  passed  by  the  reticle  as 


t 


r.  function  of  ror'iri.o.'' , t3n  o ir-  the  reticle  traTioi.rilrr.en''' 
function.  To  account  the  ci.rcu'i  a^.-  rotal  ion  of  the 

rot-lclo  in  Fih<-jte  7a,  the  ro’Cicle  tranynri. Lu-.a/ico  function  In 
Figure  7b  is  assumed  to  be  infinite  in  e>a:ent  with  a petied 
of  X and  lineal*  velocity  i.n  the  x direction. 

This  one-dimensional  model  will  account  for  the  angular 
position  of  a target  image  on  the  reticle  surface.  It  will 
not  provide  the  radial  position  of  the  image.  Figure  8 shows 
these  positions.  Recall  from  Chapter  U , that  the  angular 
position  of  the  target  itoage  is  provided  by  the  phase-raodu- 
lated  section  of  tiie  reticle.  Therefore,  this  one-diir.ensicnal 
model  will  attempt  to  relate  the  phase -modulation  in  v (t)  to 
the  target  position  Xp. 

To  continue  with  the  mathematical  development,  Eq  (''0 
can  be  written  as 


VgCt)  - r(x  - u^t)s(x,t)dx 


i 

J 

i 


(3) 


Flf;^ia:c  B.  Reticle  Sho’.i^vjj'  An^ulMr  anc.  ”adia.L  I-osit.'.on 


v’lierc  r(x  - is  tho  lirrinite  ret  id?;  trc:u  r.ar.cc 

function  'novir'f-,  ’.■.tti;  a vcioclt--  u,.  ;Vii  tiic:  x Bii xv';  • c-i- , 

Since  the  xelicTc  transmit tento  fuiiction.  i.' 

periodic,  it  cnri  bo  expanded  into  a Fourier  series  (i’ef  6;n3, 


r(x  - u t)  = >:  c e 

n=-oo 


jPuTni'^Cx-Li^l:) 


where  the  c 's  are  the  complex  Fourier  coefficients  ar.d 
- 1/X  where  X is  the  reticle  period. 

Substiti’tiiu',  Eq  ((>)  into  Eq  (S)  yields 


•^oo  ^f-oo 

^ '^-00  ^ e 

ri--c»-> 


12rT'lf  ,(x-u„C)l 

“ i s(x,t)dx 


Assuming  that  the  order  of  integration  and  summation  .can  be 
exchanged,  Eq  (7)  becomes 


16 


/ -jZ-rmf  u t +«>  j2’nnf  X 

Va(t)  =2  ^ S.c<y  s(x,i:)e  ° dx  (8) 

n=-eo  1 


The  expression  insi(’e  the  intej^ral  in  Eq  (8)  is  the  ono- 
dimensional  Fourier  transform  of  s(x,t)  taken  on  x,  or 


4^  jZ-rnif  X 

/ ^ s(x.t)3  ° dx  S(.-  nf  ,t) 


vhere  S(-  nf^,t)  denotes  tiie  spatial  i-ourier  transform  of 
s(x,t).  Substituting  Eq  (9)  into  Eq  (8)  results  in 


v^(t)  - E 


c e 
n 


v>  \ ■*  Jl  I C , I t ) 


Now  the  fi'equency  content  of  v (t)  Vv’ill  be  found  i-y 

Ca 

taking  the  Fourier  transform  of  both  sides  of  Eq  (10) 


^ [Va(t)]  - Va(f) 


n--oo 


Cnf  e 


S(-  nf„.c)| 


where  f[*]  indicates  thvc  Fourier  transform  of  the  argument. 


Recall  that  the  multiplication  of  tv.’o  functions  in  the  time 


domain  becomes  a convolution  in  the  frequency'  domain;  there- 
fore, Eq  (11)  becomes 


where  * denotes  convolution.  After  substituting  the  fol- 
lowing equations 


■ -j2r;nf  u t"! 

c “ ^ J = 6(f  + 


F^[s(-  nf^,t)]  = S(-  nfQ,f) 


(13) 

(lA) 


into  Eq  (12),  ) becomes 


V^(f)  = E 


(lb) 


n--co 


where  6(’)  is  the  dirac  delta  or  impulse  function.  lii 
Kq  (15)  tliO  reeier  sliould  keep  in  mind  that  f denotes  a 
"time"  frequency  (units  of  1/s  jc)  , whereas  ocnotc  s a 
"spatial"  frequeiiCy  (units  of  1 /meters).  After  apply i.ng  tn.e 
sifting  property  of  the  ii'ipulse  function,  Eq  (15)  becomes 


V^(f) 

a 


+M 

2 

n=-io 


(16) 


Eq  (16)  demonstrates  that  the  freqi.iency  spectrum  of  the 
detector  output  is  a discretely  sampled  version  of  the  fre- 
quency spectrum  of  the  scene  function.  For  purposes  of  this 
analysis,  a typical  scene  is  composed  of  a target,  a Jainmor, 
and  a radiant  background;  thus  an  expression  for  s(x,t)  may 
be  written  as  follows 


s(x,t)  =A  6(x  - x^)  + b(x)  + j(t)6(x  - x^)  (17) 


where  A 6(x  - x^)  is  a poiiit  source  target  located  at  point 
Xp  with  radiant  power  A,  b(x)  is  the  space  variant  back- 
ground scene,  and  j(t}6(x  - Xp)  is  a time-varj'ing  jammer 
collocated  wit’n  the  target.  The  two-dimensional  (time  and 
space)  Fourier  transform  (P.ef  GsSO)  of  s(x,t)  is  given  by 

+«>  -j2'n(f„x  + ft) 

S(f^,f)  - S_^  S s(x,t)e  dx  dr  (18) 

whore  S(f  , f)  is  the  tv-o-dincnsional  Fourier-  transform  with 
f denoting  a spatial  frequency  and  f dcaoting  a temporal 
frequency.  Substituting  Eq  (IT)  into  Eq  (13)  and  expra'dit.--; 
yields 

■•j‘-r(f.,.x  ft) 

S(fj.,f)  S A 6(x-Xp)e  ■ dx  dt 

-j2'!T(f  X + ft) 

+ / b(x)c  dx  dt 


•<•«>  -j2m(f  X + ft) 

+ /.oo  j(c)5(x  ••  Xp)e  dx  dt  (19) 


After  collecting  common  terms  Eq  (19)  becomes 


+»  "jZTrf  X -t-o  -jZ-aft 

S(fjj,f)  = A 5(x  - Xp)e  dx  J'_^  o dt 


- jZ-irf  x -ion  -jZrtft 
+ J'_^  b(x)e  ^ dx  e dt 


+0"  -jZ-iff  X •W’a  - jZ-n-ft 

6(x  - X )o  ^ dx  X j(t)e  dt 

^ (20) 
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The  tcrins  under  the  integrnls  iji  iiq  (?0)  are  readily 
identifiable  Fourier  Lranr>forrTis ; tiierefore,  S(f  , f)  beconos 

-jZTTf^x  ’j2nf  X 

S(f^,f)  - A e -i-  B(f^)6(f)  J(f)e  ^ ^ (21) 


where  B(f  ) is  the  spatial  Fourier  transfoxtA  of  b(x)  and 
J(f)  is  the  temporal  Fourier  transform  of  j(t). 
Substi.tutinp,  F.q  (21)  into  Eq  (16)  yields 


+C-7  r *ij2T:nr^x 


V..(f)  - S e A e 

n--co 


^ -i-  nf  in  J 


•!-  B(-  r.f^^)'.(f  V nf,u^) 


4 32rnf^  X',.. 


•{•  J(f  -I-  rfn-n-)'- 

O 


Lq  (22)  represents  the  two-sided  frequency  si-ectrum  of 
v„(t)j  the  one-sided  frequency  spectrum  cf  v (t)  can  be 

ct  cl 

found  as  follows 


V,(f) 

ct 


+°°  j r +j2'nnf  X 

= Z c,  Ja  e ^6(f  + nf  u ) -i-  B(-  nf^  ) 5(f'fnf  u ) 


•l-j2T.nf  X I - ..i2Tinf  X 

■r  J(f+nf^u^)s  = ‘=1  + c.^  A e '’(.(f-'n'-'x) 


- j2'iTnf  X 

+ B(nfQ)6(f-nfQUj,)  + J(f-.nf^u^)e 


II,  n > 0 

where  £ ~ , , The  G tern  is  needed  so  that  the 

" . n = 0 

n “ 0 tern  is  iiot  counted  twice.  After  ronlizi.ng  that 

c = c/'  and  after  tahirn'  the  inverse  Fourier  transfom  of 
-n  n 

Eq  (23),  an  expression  for  can  bo  written  as  follows 


v^(t)  =F"1[V  ff)] 


+30  I +j 

- E c A o 


+j2TTnfQXp  -j2TTnf^u,^t 


B(-  nf^)e 


•j2'rfnf,  u./t 


+ j(t)e 


+ c„  A e ‘ e + 


j:h.nf  I'  t 

j(t)e 


j2,Tuf  >:  J \ 


I I'n 

(2n: 


In  general,  the  Fourier  coefficients,  0^^,  a;;d  tiie 
Fourier  transform  of  the  background,  B(nfp),  arc  complex 
quantities;  as  such  they  nay  be  v:ritccn  in  magr.itude-ph-'' 5 o 
notation  as  follows 


B(nf^)  - l3(nf^.p|e' 


(25) 


B(-  nf^)  = B''(nf^)  = 13(111^)1  e “ 


(27) 


Upon  substituting  Eqs  (25),  (26),  and  (27)  into  Eq  (24), 
v^(t)  becomes 


+ 2|c^  1 jB(nfQ)|  cos(2i7nf^u^t 

+ 2lc^Jj(t)cos(2iTnfQU^t--2<nnfQXp  - G^)  (30) 


Eq  (30)  represents  the  electrical  output  of  the  optical 


I detector  and  as  such  is  worth  closer  examination  at  this 

i 

f 


1 

I 


point.  Clearlyt  v^(t)  is  composed  of  a sum  of  sinusoidal 

components  whose  phase  is  determined  by  target  position 

(Z-rmf^x^p,  background  radiance  s.nci  reticle  design 

(GfP.  The  fi'equoncy  of  the  compon.ents  are  harmonics  of  the 

scan  rate  of  the  reticle  (f_u  ).  Neglecting  for  the  moment 

o ^ 

the  jammer  term,  the  amplitude  of  the  sinusoidal  components 
is,  quite  logically,  affected  by  target  intensity  (A),  back- 
ground iiitensity  (j  |) , and  roti.cle  design  It 

would  seem,  at  t’ais  early  point  at  least,  that  this  model 
has  inciueltd  the  effects  of  the  three  major  factors  in  the 


tracking  problem,  i.e,,  target,  background,  and  the  rev.ici-:.. 
Now  that  an  expressit  u for  the  detector  out  put  hiat  b'-:';', 
found,  the  signcu  p?:oc2c.f  i.ng  pi  twe  k of  figure  6 be 


arial>  xed. 

Analysis  of  Signal  Pro p ssst  ng  Ketvo r 

The  amplifier  in  Figtii'c  6 is  used  to  amplify  tVie  small 
voltage  output  of  the  detector.  Since  this  voltage  gain 
will  affect  all  components  of  v, (t)  equally,  the  gain  of  the 
amplifier  will  be  assumed  to  be  unity.  Indeed,  the  constant 
2 found  in  front  of  each  term  in  Eq  (30)  is  superfluous  ajid 


will  be  omitted  in  future  discussions. 


Jammer  Model.  Before  the  output  of  the  wideband  filter, 
v^(t),  can  be  found,  some  assumption  about  j(t)  must  be 
made.  In  the  context  of  this  report,  the  objective  of 
jamming  is  to  interfere  with  and  Cc'.use  erroneous  operation 
of  the  missile's  tracking  system.  In  order  to  accomplish 


i 
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this,  the  janraing  waveform,  j(t),  must  influence  v^(t)  in. 
such  a manner  as  to  cause  erroneous  phase  information  to 
be  generated.  Since  v^(t)  is  composed  of  sinusoidal  compo- 
nents, a logical  first  choice  for  J(t)  is  to  assui-.io  it 
sinusoidal  also.  Therefore,  the  assumption  will  be  made 
that  j(t)  is  a sinusoid  of  frequency  equal  to  the  scan  rate 
of  the  reticle;  thus, 


j(t)  = H,  cos(2it  g -u^t  d-  G.)  + ii 

] OX  J i/*v. 


:2i) 


where  Hj  is  the  jammer  power  found  in  the  frequency  coTajit.- 
nent  at  the  reticle  scan  frequency,  Gj  is  the  phase  angle  ol 
tlie  jammer  relative  to  the  rcticl'-,  and  j;-..-.  is  the  ].:C  or 
constant  component  of  tne  jamoo".  The  I',,p  term  is  n“edod 
because  jCt)  5s  a tim.e-var^'ing  radiant  power  r.avsTcn:i  rViiolv 
must  be  always  positive.  For  a simple,  oin.gle~ireqa.'nt:y 
jammer  operating  at  the  scan  rate  of  the  reticle,  Ii . and 
Hdc  would  be  equal,  thus  producing  an  instantaneous  peak 
jammer  power  of  2Hj,  Later  in  this  paper,  several  multiple 
frequency  waveforms  wil 1 be  analyzed  by  computing  I;  ^ and 
for  each  waveform.. 

Now  that  an  expression  for  i(t)  has  been  found,  v„(t) 

cs 

can  be  \;ritten  as 


+0O 

Va(t)  = E ( (c^lLA  cos(2TTnf^u^t  - 2r,af  x - 9^) 
n=u  ' 


+ i B(nf^)  !cos(2TTnf^u^t  + 

+ (H.  cos(2tt  fj^'Cyt  + 0 cos ( 211111  ^u^.t-2tTnf^x 

?A 


P 

(32) 


Eq  (32)  can  be  simplified  by  use  of  a trigonometric  identity 
to  yield 


IK^)cos(2iTnf^u,,t  - 2',tnf^Xp  - 


+ iBCnf^)!  cosCZirnf^u^t  + ({)  ^^  - Q 


+ co5(2'n(n-l']  )f  'r.t-2iTnf_x.,  + 9.  - 

1.  * O C i»  J 


-'c  cos(2',r(n-l)fQU^t-2',7nf^x  - 0.  - (33) 


Eq  (33)  can  now  be  taken  through  the  wideband  filter  saov'n 
in  Figure  6. 


EffeetT  cf  V’ido  )-  id  F 


.no  vu.ncnan.n  tJ.Lt 


two  purposes.  First,  its’  passban/’  is  sucii  that  it  passe 
the  cai'rier  frequency  produced  by  the  fan-shapod  soguento  of 
the  reticle  (see  Figure  4)  and  the  frequency  harmonic 
directly  above  this  one.  This  upper  frequency  is  cinalogous 
to  an  upper  sideband  frequcjicy  in  conmunication  teniiinoloy.y 
(Ref  7j93-112;  Ref  8s203-223).  (,hotei  A double  sideband 
analysis  may  bo  carri.ed  out  by  mahi.ng  the  filter  wider.  The 
results  are  the  sa-r.e.)  The  reader  sliould  keep  in  mind  that 
tlie  desired  positional  inforraation  is  carried  by  the  side- 
band frequency,  i.e,,  envelope  cf  the  carrier,  and  not  by 
the  carrier  itself,  this  fact  will  become  obvious  later. 

The  second  purpose,  actually  a consequence  of  the  first, 
is  to  filter  out  the  effects  of  the  background  radiation. 

As  stated  in  Chapter  II,  if  t}ie  carrier  frequency  is 
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typically  greater  than  eight  times  the  fundamental  scan 


frequency,  then  essentially  no  component  of  v,(t)  is  due 
to  background  radiation.  Therefore,  the  assumption  will  be 
made  that  the  carrier  frequency  is  at  least  eight  times  the 
scan  rate  of  the  reticle. 

The  wideband  filter  output,  Vj^(t),  v/ill  consist  of  six 
components,  three  at  the  carrier  frequency  and  tliree  at  the 
sideband  frequency.  An  expression  for  v.  (t)  is  shonni  bclo'v/ 


+ (A^•KJ^)  j Cj^^i  j cosr2TT(n^+l)fQU^t-2-,i(n,.-rl)f^x,^-  0,,.,.] 
f ' J 

H . 

**•  -2'!  i i ^ ' "cA'p" ' n*-  i ^ 

+ ^lcn,j4loos[2,fn..f^u^t~2Tr(nJl)r^Xp^Gl..^,  " 


•^|Cn^lcos[2^(n+l)f^u^t-2TTn^f^Xp  - v 0^] 


(34) 


where  is  the  carrier  harmonic,  Eq  (34)  can  be  simplified 
by  letting 


2’’"f  Vx  ■-  “ c 


(35) 


2'nf  u - 
o X m 


(36) 
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recalling  that  multiplicc\tion  by  the  cosine  term  serves  to 
translate  the  frequency  spectrum  of  Vj^(t)  up  and  down  t^xe 
frequency  axis  by  an  amount  equal  to  (Ref  Si 224-225), 
Therefore,  the  following  expression  can  be  written 


H 


Vc(t)  = CA+Hj^)1c  1 -2l|c^_j|cos(2^f  X -f-  0 - 0j) 

f f 

f 

f A -®2> 


H. 


H. 


•i-  p . ! ros^-i.'  t-4'rf  x - 0 . - 9^) 

2 ' nv/-  ' m o p j 3' 

+ (2^^*^  harraonic  of  carrier  and  sideband) 


where  Sj  = 0„.j  - 3 . a 2 “ ® n+1  ' %•  “ ® 

f f f f 


(39) 


0 


3 “ n+2  ■ n. 

f ^ 


Bandpass  Filter.  The  bandpass  filter  shown  in  Figure  6 
is  designed  to  pass  only  those  components  of  v^,(t)  at  fre- 
quency That  is,  the  DC  and  2*^^  harmonj  a terms  oi 

v^(t)  are  rejected  by  the  bandpass  filter  resulting  in 

v^(t)  = (A+Kqc)  Ic^+i  |cos(e^t  - 2«nfoX  -02) 

f 
H 


♦ -flc  |cos(»^t  +0j) 


(40) 
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Addition£i.l  simplliying  assuraorions  can  be  made  about 


v^(t)  by  examining  the  Fourier  coefficients  , c^^  , and 

f ^ 

c . found  in  Eq  As  explained  in  Chapter  II,  one  of 

11+2  IV/  f 

f 

the  most  important  functioris  of  a reticle  is  that  it  acts  as 
a spatial  filter.  A spatial  filter  may  be  likened  to  an 
electronic  filter  with  the  spatial  filter  passing  or 
rejecting  spatial  frequencies  rather  than  temporal  fre- 
quencies. Similarly,  a spatial  filter  may  be  thought  of  as 
having  a spatial  passbar.d  compoced  of  those  spatial  fre- 
quencies passed  by  a particular  reticle..  For  example, 
All-reticle  illustrated  in  Figure  7a  can  be  sho'.:i’  to  have  a 
spatial  rasst...nd  consisting  of  the  carrier  sioihal  f-'o  • 
quuncy  (i.'.,  the  sideband  fte,.ivieaci'--:  on  ai  th„r 

side  of  the  c:u  tier  (i.e,,  C'  , and  c , , "i , (Eotai  The 

n-i  iiT  i 

f f 

reticle  also  passes  the  DC  component,  • In  other  words, 
the  amplitude  of  all  spatial  frequencies  except  c.^  , ^ , 

and  . 1 is  negligi  ble,  (This  tedious  but  straightforward 

n V i 

f 

anal3'sis  is  omitted  here.)  Thus,  for  purposes  of  this 
thesis,  it  is  assumed  that  a properly'  designed  AM-retiole 
will  h<ave  a passband  consisting  of  the  carrier  spatial  fre- 
quency and.  the  sideband  frequencies  on  ei-thcr  side  of  the 
carrier. 

VJith  the  above  assumption  having  been  made,  I 

f 

Eq  (40)  is  assumed  to  be  very  small  in  relation  to  either 

Ic^  1 or  therefore,  v^(t)  can  be  written  as 

^ f 
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v^(c)  » (,\+Hj,(;)lc  i1cob(<«,,.;j  - 2Tcf„Xp  ..  e^) 


H,. 


System  Operation  VJithout  Jammlnr?; 

Assume  for  the  moment  that  no  jammer  is  present;  there- 


fore, Eq  (41)  becomes 


v^(t)  - A lo.,.,!  COS<l:>^K  - ..  e.J 


W.) 


Under  normal  operati  on  (v.'iUiout  jaiT;;.  ing),  i.i,.:  GlectrlcaX 
vsignal  represented  by  Eq  (42)  iv>  fed  irit\>  a phqv'e  dlsordm.' 
notor  (eon  Fig’.irc  6)  \:hc::o  1':  1'-.  comparod  age  ; us:, 
signal  to  dotei'mine  the  lelative  phase  of  Tliis 

U 

relative  phase  angle,  given  by  the  tena  Z-rrf  3:,_ , c.ontalns 

O 

information  regarding  the  position  of  the  target,  i'n 

error  signal  proportional  to  the  relative  phase  of  v^(t) 
and  hence  to  the  target  position  is  generated  and  subse- 
quently used  to  position  tlie  missile's  control  fins. 


S,Y.Slv.'f!_ Cperat:i.nri  V>b  th  Ja:iriirg 

Kotlce  what  effect  the  addition  of  ti;e  jammex-  has  on 
system  operation;  fdq  (41)  is  repeated  here  for  convenience 


v^(c) 


(A+I!jc)|c  i|cos(»t  - 2,Tf„Xp  - Gj) 


*4 

+ -die. 


IcosCm  U + 0.) 


(41) 
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The  tenn  containing  the  target  position,  Xp,  is  still 
present,  in  fact  it  has  been  reinforced  by  the  DC  power  of 
the  janraer.  However,  a new  tern  due  solely  to  the  jatmer 
has  been  added}  this  janner  terra  has  a phase  angle  deter- 
mined exclusively  by  the  relative  phase  between  the  reticle 
and  the  jammer.  The  output  of  the  phase  discriminator  will 
now  be  proportional  to  the  composite  phase  of  the  two  terms 


in  Eq  (41).  If  this  ccinpo.site  phase  j.s  significantly 
different  from  tiio  actual  tc:irget  ];base  angle,  th<-.a  a miss  or 


at  least  a momentary  ' lool;-a  ray"  by  the  IR  r/iissile  can  li- 


expectcd. 


IV,  Smart  Jamming 


For  purposes  of  this  thesis,  smart  jaireTiing  is  defined 
as  an  attempt  to  degrade  the  tracking  perfonriance  of  an  IR 
system  by  exploiting  a general  knowledge  about  that  system. 

The  system  chrrecteri stlc  erploite-d  in  this  chapter  is  the 
pha.se  iaforriation  used  by  an  /..h~reticie  r.ycti.ni  for  tjackLrti, 

Tiiis  chapter  v.dll  investigate  two  forms  of  smart  ja'ut.ing: 
sinusoidal  jaraming  i'.nd  nolGO  Jairniiiig,  Also,  a meihoclclogy  for 
evaluating  the  effects  of  each  form  vjill  be  presented. 


S i.  nu s oi 1 J a; i . 

The  rnatheiaacicai  ir.cdel  developed  xc,  Chapie''  Ij.i  ciovaon- 
strated  that  a reticle-based  IR  system  can  be  janixed  (i.e., 
its  tracking  performance  degraded)  by  an  III  sotirce  sinu- 
soidally-modulated at  a frequency  equal  to  the  scan  rate  of 
the  reticle.  Thus,  a tacit  assumption  was  made  that  the 
scan  rate  of  the  reticle  is  knov:'n.  This  assumption  Is 
unrealistic  for  two  reasons.  First,  a potential  onemy  may 
possess  several  IR  rtissiles,  both  ground-launched  and  air- 
launched,  that  operate  at  different  scan  rates,  Sccoridly, 
due  to  gyro  spin  driftdown,  the  spin  frequency  of  a reticle 
decays  slowly  after  the  missile  is  launuhed.  Thus,  to  insure 
maximum  flexibility  against  various  missile  types,  an  effec- 
tive jamming  system  must  be  capable  ol  jamming  over  a fre- 
quency band. 


J 


Sinusoidal  jairanlnj;:;  over  a desired  frequency  band  can  be 
accomplished  by  periodic  jamming  codes  which  have  line  fre- 


quency spectruras  coverinc,  the  desiireci  band.  Fip^uie  9 illus- 
txatos  this  concept,  wlicre  J(f)  is  the  frequency  fpectium  of 


Figure  9«  Sir.r.soliicl  Jarrtlri!;;  ovc-.r  a Firoquci'ic.^ 


the  jamming  wavefom  j(t),  Vvlth  reference  to  Figure  9,  sev 


eral  definitions  concerning  sinusoidal  jamming  will  be  made. 
The  frequency  spread  or  bandwidth  of  the  jamming  signal  is 
defined  as  the  frequency  where  the  amplitude  of  the  indi- 
vidual frequency  components  become  nearly  ?,ero.  For  the 
example  shewn  in  Figure  9,  the  bnnd'width  of  the  coded,  si.gnal 
is  f2»  The  frequency  spa-clrig  is  defined  as  the  interval 
between  frequency  components,  e.g, , the  frequency  spacing  in 
Figure  9 is  f^.  In  order  to  simplify  later  calculations,  all 
codes  are  assumed  to  be  frequency  spaced  so  that  only  one 
frequency  component  is  filtered  by  the  network  shown  in 
Figure  6.  However,  no  k?iov;led.go  i.s  assumed  about  which 


particular  component  is  filtered.  Another  useful  description 
of  the  frequency  content  of  a code  is  the  number  of  sinu- 
soidal components  prior  to  this  number  is  a crude  measure 
of  how  v;ell  a code  "covers"  a pax'ticular  frequency  band. 

The  frequency  band  denoted  as  B in  Figure  9 is  assumed 
to  contain  all  commonly  encountered  reticle  scan  rates.  In 
other  words,  the  individual  scan  rates  are  assumed  unknown, 
but  the  frequency  band  in  wbj.ch  they  lie  is  assumed  known. 


Developmont  of  Phase  Error  Fxoces gjon 

With  the  discussion  of  sinusoidal  janiiring  coirplei.od,  an 
error  exp’-essj.on  for  txie  phase  of  a sinusoidally  jammed 


reticl  j syote.ii  will  nrw  be  derived.  From  Chapter  III,  t’.'i 
expression  used  for  tracking  purposes  is  Fq  (41) 


Vj(t)  - (A  + - 2,«qx  - e^) 


H. 


+ -f  bp  1 + Sj) 


(41) 


Eq  (41)  is  shown  graphically  in  Figure  10  as  a phasor  diagram. 

As  stated  in  Chapter  III,  the  tracking  system  of  the 
missile  will  track  the  coniposite  phase,  of  the  two  terms 
in  Eq  (41),  rather  than  the  correct  phase,  9^.  heferrrng  to 
Figure  10,  an  expression  for  the  magnitude  of  the  composite 
phase,  0g,  may  be  v;ritten  as 


Ii  -j 

-t-  Uin  0p 

Icostn  -t-  (A-m^o)  [cos  0^ 


(43) 


arc  tan 


i^5^2.TfoX_-e2 

V.  


'j  ' 'I  • I 


FlGure  10.  Plie.nor  Eir„£rKv!S  Shovrinn  Phass  Error  Duo  to 

JaoniKS.ir-: 


Since  Gg  wj.ll  be  used  as  a coniparison  paraiaetcr  £or  joiuvinG 

techniques  and  not  to  predict  the  actual  system  tracking 

error  and  since  a reticle  ';;ill  affect  iill  jarrirting  codes  in  a 

similar  fashion,  it  will  be  assumed  that  Icp^  j « I , 

f 

Therefore,  Eq  (43)  becomes 


G„  = arc  tan 
o 


^isinO,^^-  (A+ll|.jQ)sin 
II 

-^-cos  + (A+Hj,^_)cos  Gp 


Now,  let 


0.^0^+  0^ 
j P r 


(45) 


where  G^.  is  the  relative  phase  angle  between  Gj  and  Gp, 
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Substituting  Eq  (A 5)  into  Eq  (A4)  yields 


G = arc  tan 
e 


sin(0 p*l-0.^)  ■!-  (A‘K],^Q)sin  0, 
cosCOpi-Gj.)  + (AiHjjQ)cos  0, 


After  the  application  of  a basic  crigonomecric  identity, 
Eq  (46)  becomes 


U J 

-^■^■(sin0„  cosc„  -f-  COS0  sin0„)  -'r  (A-i-Ii,.,,)  siiX)  „ ! 

/.  P p J.  Vv  , 

cj.c  an  j j 

•-r(cos0,,  cosG^  - sinG^  sin  QJ  (A+ii^^,;cos  C:_  i 
p r p y j 

(47) 


From  Pile  stand  point  of  jar.i;.ing  effect  i'.'cn.  a ..  only  iho 

relative  phase,  G^,  bGJtwocn  f.nc  jarun'or  and  the  reti.cle  is  of 

concern.  Therefore,  it  is  assumed  tliat  G - 0;  now  0 ^ 

P 

becomes  a measure  of  the  phase  error  induced  by  jc.mmiiig. 

This  assumption  results  in 


0^  “ arc  tan 

Q 


'h-  sinG^ 


[ ti^  cosO^.  -f 


From  Eq  (48)  it  is  clear  that  the  pdnase  error  due  to 
sinusoidal  jamming,  0^,  is  heavily  dependent  upon  the  rela- 
tive phase  of  the  jaraiaer,  G^,  }iowever,  since  0^  is  deter- 
mined with  reference  to  a signal  generated  internally  to  the 
IR  missile,  it  is  assumed  that  0^  can  not  be  measured  by  the 
jammer.  Therefore,  to  remove  the  dependency  of  0^  upjon  G^., 


an  optimal  value  of  will  be  found  which  maximizes 
For  purposes  of  code  comparison,  it  is  assumed  that  all 
januninB  codes  are  operating  at  this  optimal  value  of  6^. 

This  optimal  value  of  is  found  as  follows.  The 
derivative  with  respect  to  0^  of  the  aixument  of  tiie  arc  tan 
function  in  Eq  (48)  will  be  taken.  This  operation  yields 


] ^ 


de^  li,  COS0,,  -f-  i 

j.  j X 


II.  cosO  CO..0  *r  .’(AHH.-p)]  + ii/  sin“  0 

ElU i i (49) 

cose^  -i 


The  j'iftlit-h-and  side  oi  (49)  v ill  Lo 


shual  to  •? 


order  to  mr-ximize  0,  with  rosp\.(.t.  t:.'  0,,.;  thu.s,  Eq  '■'i.') 

O L 


becomes 


cos^e^  + 2(A+Hpp)ii.  COS0^  + sin^G^  = 0 
J r uu  j r j r 


(50) 


Solving  for  results  in 


-if  ■«!  ] 

I lilBX  / ' 


where 

Nov;,  let 


is  the  value  of  0^.  that  maximizes  0^. 


(51) 


(53) 

(54) 
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where  H is  the  peak  jamnier  pawcr,  a is  the  fraction  of  the 
peak  jammer  power  in  the  desired  frequency  comixjnent  of  the 
code,  3 is  the  fraction  of  the  peak  jammer  po'.ver  in  the  DC 
term  of  the  code,  and  (J/3)  is  the  ratio  of  the  peak  jammer 
power  to  the  average  power  of  the  target.  The  term  (J/S)  is 
commonly  referred  to  as  the  jammer -to -signal  ratio  or  just 
simply  the  J-to-S  ratio.  Substituting  Eqs  (52),  (53),  and 
(54)  into  Eq  (51)  yields 


r.max 


di  + Msli 


Substl  i.uti’ig  Kqs  (Sd),  (53)  s and  (54)  into  Fq  (/-'■?>) 


results  in 


® = arc  tan 


nhi)  sirC', 


“iij  -j  1 -f 


(56) 


In  order  to  substitute  Eq  (55)  into  Eq  (56)  a value  for 
sinGj,  is  needed;  t.his  value  can  be  found  by  graphical  means 
as  shovar  in  Figure  11,  As  cm  i>e  seen  from  Figure  11,  an 
expression  for  si-i'iOj.  be  written  as 


sinQj, 


2i;i  - siiii 


(57) 


I 


! 


Figure  11.  Gr^phlcril  Do-*;Grninalf  o;'  of  Fin  0^. 


Substitution  of  Eq  (55)  aivJ  Eq  (57)  Into  }rq  (5o)  yields 


Simplification  of  Eq  (53)  results  in 


a o 

= arc  tan  — "rtrrr - (59) 

Eq  (59)  expresses  0^  in  terms  of  the  code  parameters  a and  0 
and  the  jammer  parameter  (J/s)j  thus,  Eq  (59)  is  the  desired 
expression  for  G^,  For  a given  (J/S)  ratio,  Eq  (59)  will 

provide  a convenient  method  of  comparison  betv.-oen  different 
jammer  modulation  schOincs. 
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A plot  of  Eq  (59)  will  show  in  visual  terras  the  rela- 
tionship between  0 and  a,  3,  and  (J/S).  Such  plots  are 
showir  in  Figures  12  and  13.  Figure  12  is  drawn  for  an 
arbitx'ary  value  of  3 - . 05  and  Figure  13  is  dravai  for  an 
arbitrary  value  of  g = .025,  In  each  graph  it  is  apparent 
that  0^  is  a monotonically  increasing  fvmction  of  both  a and 
(J/S). 

i\li'o  fror.  Figures  12  and  13,  it  is  clear  tliat  for  a 
given  a and  (J/S) , an  increase  in  tVte  DC  component  of  the 
code,  3,  results  in  a decree  so  in  This  is  to  bo  expected 

since  the  DC  value  of  tiro  ja'.Tur.or  aids  the  miss  Lie  In  tracking 
its  target. 

The  curves  thorn  in  >'i^,uros  1?  and  13  ^dle^;  a basic 
coticlusion  to  be  wade  about  ar.  effective  jamlng  v.ode.  This 
conclusion  states  that  the  sinusoidal  conponent  of  the  code 
at  tlie  hanr.onic  being  tracked  by  trie  missile  should  be  as 
high  as  possible  relative  to  the  average  or  DC  component  of 
the  code.  The  overall  code,  however,  must  still  remain  non- 
negative,  as  negative  IR  radiance  is  not  possible.  IJiis 
fact  is  a significa.nt  problem  in  trying  to  reduce  the  DC 
component  while  increasing  the  AC  componcuto. 

In  regard  to  the  effect  of  (J/f)  on  0^,  figure  12  is 
redrawn  with  an  expanded  (J/S)  axis  in  Figure  14,  If  the 
code  parameters  a and  g are  held  constant.  Figure  14  demon- 
strates that  an  increase  in  (J/S)  results  in  an  increase  in 
0g,  The  jammer- to -signal  ratio  is  not  a parameter  of  the 
particular  modulation  technique,  rather  it  is  determined  by 


the  peak  power  of  the  IR  ck.vi.ce  aiic'  t’ne  average  pov.’er  of  the 
target.  Therefore,  as  far  as  smart  jainmins  is  concerned, 
Figure  14  demonstrates  the  need  for  infrared  sources  with 
high  peak  power.  The  question  of  whether  or  not  such  IR 
sources  exist  now  or  will  exist  in  the  near  fut'jre  is  not 
within  the  scoi>e  of  this  thesis. 


Noise  Jamirinr, 

As  will  bo  Ehc\m  in  Chapter  V,  some  jamming  codes  have 
frequency  spectrums  vdiich  are  continuous  (i.e,,  not  a line 
spectrum).  Clearly,  this  type  of  spectru-n  does  not  fit  the 
sinusoidal  model  pre.sented  in  the  previous  section;  there- 
lorvO,  in  this  section,  a coufj.nucus  spcctruu  code  will  be 
modeled  .as  an  additive  noise  source.  The  analysis  in  this 
section  is  iutendod  as  a crude,  first-cuc  attempt  at  ar.a- 
lyzing  noise  jamming;  consequently,  many  liberties  have  been 
taken  in  the  mathematical  analysis. 

Noise  Model.  A continuous  spectrum  code  is  assumed  to 
act  as  an  additi  ve  noise  source  in  the  IR  system  shovni  in 
Figure  6.  In  order  to  show  the  effects  of  a noise  source  on 
the  phase  tracking  performance  of  an  IR  system,  assume  that 
the  network  of  Figure  15  is  inserted  between  the  bandpass 
filter  and  the  phase  detector  in  E’igure  6.  This  network  is 
added  for  tv;o  reasons.  First,  in  a practical  sense  the 
addition  of  a phase-lock  loop  (PLL)  can  result  in  better 
phase  measurement,  particularly  at  low  signal-to-notsc 
ratios  (Ref  7j2v35-289).  Secondly,  the  noise  performance  of 
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V^(t) 


n(t) 


Phase -Loci: 
Loop 


Ve(t) 


to  phase 
detectci' 


Fi^xxTQ  3.5.  Kc-jirorf:  fihoiriji:;  Ih.lse  3o\<.rce  Due  to  JaRriuc 


a PLL  Is  readily  available  in  the  literature  (her  7:127-13/; 
Ref  12:28.36). 

In  the  ab.sence  of  noise  and  with  the  PLL  ie.  loch,  the 
output  phase  of  v^(t)  is  a Good  neasure  of  the  phcico  ax 
v^(t);  hov;evor,  v;hen  a noise  source  is  added,  the  phase  cf 
v^(t)  can  be  considerably  different  from  that  of  v^(t). 

Thus,  the  noise  jammer  has  caused  a phase  error  in  the  out- 
put of  the  PLL.  The  variance  of  this  pliase  error  can  be 
shown  to  be  (Ref  12.  nlS) 


It 


a 


(60) 


2 

where  a ^ is  the  variance  of  the  phase  error,  N is  the  one- 
Ch 

sided  amplitude  of  the  power  spectral  density  of  the  noise, 
is  the  loop  bandvn'.cith  of  the  PLL,  and  is  the  amplitude 
of  v^(t). 


In  a crude  sense,  the  square  root  of  the  phase  error 
variance  is  a measure  of  the  rms  magnitude  of  the  phase 
error  itself,  or 


(61) 


where  is  the  rms  magnitude  of  the  phase  error,  A plot  of 
Eq  (61)  is  found  in  Figure  16.  Mere  will  now  he  said  about; 
relating  K and  3^  to  system  parameters. 


Assume  that  the  pnv;er  spectral  density  of  n(t)  is  as 
shovm  in  Figure  17.  From  Eq  (41),  it  is  clear  that  tiie  PLl 
is  tracking  a frequency  cf  wlr'.ch  ' s the  scan  frcoue;'.cy  r.f 
the  r€;ticlc.  Since  the  jamming  code  is  acsum.ea  to  Jiavc  a 


Figure  17.  Sample  Power  Spectral  Density  of  n(t) 

bandwidth  of  ^ ^ then  will  lie  as  shown  in  Figure  17 

If  the  loop  bandwidth,  is  small  relative  toai^^,  then  the 


Tills  is  the  two- 


value  of  S (co)  evaluated  at  is  N/2. 
n m 

sided  amplitude  of  the  noise  power?  the  one-sided  amplitude 
is  found  by  multijilyins  by  2, 

The  loop  bandv;idth  is  a parameter  of  the  PLL  and  can 
be  determined  as  follows.  The  phase  of  v^j(t)  is  in  actuality 
a time  varying  quantity?  therefore,  v^(t)  will  have  some 
finite  bandwidth  determined  by  how  fast  its'  phase  changes. 
Thus,  in  order  to  track  v^(t)  v.'ithout  distortion,  the  >?LL 
must:  have  a bandwidth  wide  enough  t.o  pass  v^(t)  ? this  band- 
width is  Bj  . 


Total  System  Phase  Error.  For  codes  which  have  both 
continuous  and  line  spectra,  the  irngn; tudo  cf  the  total 
phase  cri'or  v;ill  be  obtained  by  simply  adding  the  rr.agjil.tu.de 
of  the  phase  error  due  to  the  noise  jamming  to  tne  magnitude 
of  the  phase  error  due  to  the  sinusoi.dal  jamming.  Thus,  tlva 
total  phase  error  is  given  by 


®T  “ ®e  + ®N 


(62) 


where  Gp  is  the  magnitude  of  the  total  phase  error. 


V.  Coded  Modulation  Techniques 


In  this  chapter  several  coded  raodulation  techniques  for 
use  by  IR  jammers  against  reticle- based  IR  systems  will  be 
proposed.  They  include  periodic,  pseudorandom,  and  random 
binary'  modulation.  The  phase  error  expressions  developed  in 
Chapter  IV  v;ill  serve  as  a basis  for  co'.iparlng  modul  avion 
techniques.  This  chapiter  will  begin  by  summari? '.ng  the 
desirable  code  p^ropertics  discussed  in  vxrevioviS  chapters. 


^vjamary  _nf  Code  Rer  '.”  reiveat's 

Since  only  the  intensity  of  the  IR  radietioe  is  i-oin- 
lated,  the  first  and  most  severe  coi.straint  cn  a:\y  perspec- 
tive modulation  tecimique  is  that  it  must  be  non-negative. 
Because  of  this  limitation,  any  feasible  code  will  have  a 
non- zero  average  or  DC  value. 

Secondly,  since  the  DC  value*  of  the  code  helps  the  IR 
missile  to  track  the  target,  as  r.ucli  as  possible  of  the 
code's  total  power  must  be  in  its  f.inusoidal  or  AC  compo- 
nents. It  is  these  sinusoidal  compoaenrs  that  can  cause 
erroneous  tracking  infoiT.iatieu  to  be  generated  b}'  ttie 
tracking  system.  Thirdly,  because  the  reticle  scan  race  is 
assumed  to  be  unknown,  an  effective  code  must  spread  its 
energy  over  a frequency  band  which  covers  all  or  most  reti- 
cle scan  rates.  The  actual  scan  rates  are  classified,  and 
hence  will  not  be  discussed  in  tlii  s report. 
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Method  of  Trivesr.i.,''at j.on 

For  codes  containtns  only  a line  spectrum,  the  first 
step  in  the  evaluation  process  will  consist  of  finding  an 
expression  for  the  frequency  spectrum.  Oacj  the  frequency 
spectrum  has  been  determined  then  the  amplitude  of  the 
desired  harmonic  can  be  found;  this  amplitude  expressed  as  a 
fraction  of  the  code's  peak  power  is  the  a factor  discussed 
in  Cloapter  IV.  The  DC  value  cf  the  code  expressed  as  a 
fraction  of  the  peak  power  rs  the-  p faccor  also  discvissed  in 
Chc\ptcr  IV.  After  a and  3 have  been  found,  then  lie  (5?)  will 
be  used  to  find  the  relative  phase  anplo  error  for  each  fre- 
quency component  of  the  code.  For  codes  contir.'uovss 

frccp'ency  spectrums,  Eq  (6l)  \/ill  bt  used  t:o  dee;,  .'.•ml:'! i ubc 
phase  error  due  to  no  .sa 

The  jaiTiminc?;  codes  will  be  compared  usin;^  only  one 
(J/S)  ratio.  This  is  because  the  J-to-S  ratio  is  a system 
parameter  and  not  a code  parameter.  Thus,  a code  which  is 
superior  or  inferior  at  one  (J/S)  ratio  will  be  assumed  to 
be  superior  or  inferior  at  all  (J/S)  ratios.  A (J/S)  ratio 
of  25  will  be  used  to  compare  codes;  this  value  is  chosen 
primarily  to  illustrate  a typical  (J/S)  ratio  that  mi  be 
required  in  an  operational  system. 

Finally,  since  each  modulation  technique  introduces  a 
new  parameter  to  the  discussion,  it  is  difficult  to  compare 
codes  directly.  Therefore,  an  example  will  be  used  to 
Illustrate  the  relative  effectiveness  of  each  jamming  code. 
This  example  consists  of  calculating  the  relative  phase 
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error  of  each  code  at  the  sa.ae  frequencies.  Specifically, 
each  code  will  be  constrained  to  have  19  possible  jamming 
frequencies.  Again,  the  nanbor  ‘>.9  is  chosen  to  illustrate 
a typical  value  that  miglit  be  enccojuerc^d  in  an  operational 
system.  A code  v^ith  19  jamming  frequencies  could  cover  a 
200  Hz  frequency  band  v/ith  a jamming  component  every  10  Hz. 

Periodic  Codes 

Ihe  fix  St  modulation  technique  to  be  considered  is  the 
periodic  pulse  train  illustrated  in  Figure  18.  The  code  has 
a period  of  T ar:d  within  each  T second  inteival  is  a pulsc 


Flgtxre  18.  A Periodic  Cedo 

of  duration  t^.  It  is  assumed  that  T is  some  integex*  niulti- 
ple  of  t^.  The  ratio  of  is  the  fraction  of  time  that 

the  code  is  on  during  any  period,  and  as  such  will  be  called 
the  duty-cycle  of  the  code.  The  duty-cycle  will  play  an 
Important  role  in  subsequent  discussions. 
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As  stated  previously,  the  first  step  in  evaluatins  this 
code  is  to  find  its  frequency  spectrum.  Since  j(t)  is 
periodic,  it  can  be  expanded  in  a Fourier  series  (Re>f  8j32) 
of  the  following  form 


00 


j(t)  = Aq  + Z (A^  cosoj^t  + Sine^t) 
n=l 


(63) 


where 


1 


^o  " T X 

• i 


2 ^ 

= ?r  / j(t:)cGS«L:  t dt,  n = 1,  2,  3 . . . 
n X V. 

'•'2 


B 


^2 


n “ T T n = 1,  3 . 


(64) 


(65) 


(06) 


and  ^ 

n T 


. Eq  (63)  can  be  simplified  by  assuming  tluat 
j(t)  is  an  even  function;  this  assumption  is  valid,  since, 
for  purposes  of  this  discussion,  it  matters  little  where  the 
starting  point  of  j(t)  is.  Therefore,  if  j(t)  is  assumed 
even  then  the-  term  [j(t)  sinWj^t]  in  Eq  (65)  is  an  odd 
function.  Recall  that  the  iiitogral  with  symmetrical  limits 
of  an  odd  function  is  zero;  therefore,  the  B^'s  in  Eq  (66) 
and  Eq  (63)  are  zero.  Thus,  Eq  (63)  becomes 


j(t)  = A^  + Z A„  COSO)  t 


n=l 


n 


n 


(67) 
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A ploc  of  the  macnitKde  of  A veraus  cu  will  be  the 

li  Xi 

frequency  specciruin  of  j(t).  Therefore,  substituting  for 
j(t)  in  Eq  (6A)  and  Eq  (65)  results  in 


H ^ 


lit 


^ J dt  = 

O T +6  1 

"■2 


o 


(68) 


2 2 


A ” J'  j.  coc(a)  t 2f  3f  • • 

11  i.  i 1 


Integrating  Sq  (69)  yields 


(69) 


2HtQ  sin 


0)  t 
n o 


n 


I ^ I 


n ~ 1 , 2 , 3 . . . 


(70) 


Eq  (70)  can  be  rewritt:«:;n  in  the  fnuiliar  sin  x/x  --  sine  x 
form  as 


2HC„  I &j„t„ 

A = — rf; — sine  — 5 — 
n T 12, 


, n = 1,  2,  3 . . . 


(71) 


If  t^  « T,  a plot  of  versus  f cfquency  night  look 
like  the  spectrum  shovai  in  Figure  19,  From  Figure  19  it  is 
apparent  that  the  frequency  spectirim  of  a periodic  code  is 
a line  spectrum  v;ith  "zero-crossings"  at  the  reciprocal  of 
the  pulse  duration  (b^).  The  spacing  of  the  frequency  com- 
ponents is  determined  by  tlie  period  (T)  of  the  code,  and  the 
number  of  frequency  components  prior  to  the  first  zero- 
crossing is  detoirmined  by  the  relationship  That  is. 
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Flfcure  19*  Proq'U'.‘r.>.'‘-7  Gpeptruia  of  £*  Pc-'v.’.oc3.ic  Cods 


if  T/t^  is  so.Te  incec.vc  ni,  Lheii  Uxtre  v:Lll  be  ni-1  frequency 
coir.ponents  prior  tT  til.o  ,CiIK^.  rern- o rc-ssir.;;,  r.ocnll 
T/r^  is  the  rcclprccoi  r'^'  vac  daty-C'- ,1  o. 

V.’ith  roference  to  F1.2,ure  19,  a evaluiticn  of 

periodic  codes  will  be  made.  The  requiremGnt  that  a "^ooc" 
jamming  code  spread  its  energy  over  a desired  frequency  band 
is  met  by  a periodic  code.  Since  most  of  the  energy  of  a 
periodic  cede  is  in  the  frequency  components  prior  to  riie 
first  zero-crossing,  the  frequency  spread  of  the  code  can 
be  controlled  by  varying  the  signal  v idth  t^,  Tlie  require- 
ment that  a code  have  high  AC  coute.it  is  again  met  by  a 
periodic  code.  An  examination  of  Figure  19  shows  that  the 
magnitude  of  the  first  few  frequenc}^  comi:>onents  is  nearly 
twice  as  large  as  the  DC  component. 

As  stated  earlier  in  this  chapter,  an  example  will  be 
used  to  illustrate  the  relative  effectiveness  of  a periodic 


code.  Recall  that  this  examnle  constrains  the  code  to  19 


5A 


possible  jawmlnt^;  fio  luenz^ies.  Thus,  it  will  be  shown  that  a 

periodic  code  containinc,  19  possible  jamming  frequencies 

must  have  a duty-cycle  (i.e. , b^/l)  of  1/20,  Since  almost 

all  of  the  energy  in  the  function  sinc(x)  is  found  in  tlie 

frequency  components  prior  to  the  first  zero-crossing,  only 

those  components  are  considered  as  jamming  frequencies. 

Furthermore,  it  can  be  seen  from  Figure  19  that  a value  of 

t /l  « 1/20  fir.es  ti:e  number  of  sinusoidal  component; c at  19 
o 

(not  including  tiie  DC  ccimponent) . To  complete  tb.e  example, 
the  relative  phase  er.'or,  0^,  for  each  of  the  19  frecyocncy 
components  will  be  found. 

In  order  to  find  the  value  cf  a (’;frcction  cr  peak 
pov'cr  in  a part.}  ciO... r fr  eqL-.Cir.  y coi.iponer.';)  and  (l7\nct:.e}  of 
jammer  pea'c  pov:er  in  the  DC  component)  must  be  dett  jeiiinoi. 

The  value  of  3 can  be  found  from  Eq  (63),  which  is  re.v.'ritten 
here  in  slightly  different  fomn 


Aq  = 3 H = (72) 


where  A is  the  average  or  DC  value  of  the  code,  hotice 
that  3 is  also  deter.mi. ued  by  the  duty-cycle  of  the  code 
(t^/T).  Therefore,  for  this  example,  it  is  easy  to  see  that 
3 = 1/20. 

An  expression  for  a may  be  found  by  rewritting  Eq  (71) 
as 


A 


n 


a H = H 


■2t 

1 

1 n o 

1 

i 2 j 

1 ^ 

.S5 


(73) 


w 


therefore, 


o 

a = -Y~  sine 

o ^ 

3 

(74) 

The  value 

of  a for 

each  of  the  19 

frequency  component 

s is 

found  tabulated  in 

Table  I,  Also 

shown  tabulated  in 

Table  I 

is  the  phase  error, 

0g,  v;hich  was 

calculated 

using  Eq 

(39). 

Table 

I 

Relative 

Phase  Error  for  a Periodic 
O - .05,  (J/.S)  - 25) 

Code 

Frequency 

Component 

n 

Frequency 

Component 

c 

1 

.0995 

33.60 

11 

. 03  / 2 

18.53 

.0984 

33.  if 

12 

. 05C3 

16. 33 

3 

.0963 

32.34 

13 

.0436 

14,03. 

4 

.0935 

31,29 

14 

. 0363 

11.80 

5 

.0900 

30.00 

15 

.0300 

9.59 

6 

. 0858 

28.47 

16 

.0234 

7.4  7 

7 

.0810 

26.74 

17 

.0170 

5.42 

8 

.0757 

24.87 

13 

.0109 

3.47 

9 

.0699 

22.85 

19 

.0052 

1 , 66 

10 

.0637 

20.73 

The  results  in  lable  I can  be  interpreted  as  follov/s. 
For  example,  if  the  tenth  frequency  component  of  the  code, 
i.e,,  f = 10/T,  is  the  component  closest  to  the  scan  fre- 
quency of  the  reticle  and  thus  is  the  component  passed  by 
the  missile’s  filters,  then  a relative  phase  error  of  20.73° 
will  be  induced  in  the  iin.ssile;’s  tracking  system.  However, 
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keep  in  mind  tliat  the  phase  errors  presented  in  Table  I 
are  to  be  used  for  code  comparison  purposes  only,  and  are 
not  meant  to  predict  absolute  tracking  errors. 


Pseudorandom  Codes 

The  next  type  of  modulation  technique  to  be  considered 
is  called  pseudorandom  or  pseudorandom  noise  (Ph).  A typical 


pseudorandom  waveform  is 
t^  is  called  the  digit  w 


shown  in  Figure  20.  T>ie  prramoter 
drh  or  more  coniirionly  the  chlr  width 


Figure  20.  Typical  Pbeudora-ndom  Code 

of  the  code.  The  code  repeats  itself  after  p digits;  there- 
fore, p is  the  period  of  the  code.  A pseudorandom  waveform 
is  a binary  sequence,  i.e.,  either  +il  or  zero,  and  is  easily 
generated  by  using  shift  registers  with  predetermined  feed- 
back taps.  The  pseudorandom  codes  discussed  in  this  section 
arc  maximal  length  sequences.  The  above  properties  and 
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othex's  of  pseudorandom  sequences  ai'e  v;idely  discussed  in  the 
literature  (Ref  9;  Ref  10;  Ref  11 » 143-152). 


The  power  spectral  density  of  a pseudorandom  waveform 
is  Given  by  (Ref  10»76) 


S(w) 


+O0 

L 


nj^O 


6 0)- 


2Trn\ 


1 


6(0)) 


(75) 


v.'herc  S(:o)  is  the  pcrer  u?  density  of  t.'jo  pc-veudorandi^' . 

sequence.  f.q  (75)  is  f.>^-sided  spect.ru:'.;  to  vS'lmpllfy 
later  calcuj.atlous,  the  one-sided  pov7er  spectral  density  is 
written  as 


S(o)) 


2Trn  \ 

P^oi 


6(o) ) 


(76) 


In  order  to  find  the  phase  error,  0^,  due  to  a pseudo- 
random jantTiCr,  the  frequency  spectrum,  J(o)),  is  needed. 
Recall  that  the  power,  P,  in  a sinusoid,  A cos(oj^^t),  is 
given  by 


Since  Eq  (76)  gives  the  po^ve^  of  pseudorandom  Vi?avefomi  for 
each  sinusoidal  frequency  component,  the  amplitude  of  each 
frequency  component  can  be  found  using  Eq  (77).  Specifically, 


to  find  the  amplitude  of  a component  in  J(.^) , the  square  root 
of  two  times  the  value  of  S(a))  at  that  frequency  is  taken. 

If  this  procedure  is  repeated  for  all  frequencies  in  S(a)), 
an  expression  for  J(co)  can  be  written  as 


j(a))  = M ■ ^ sine  I ' 

L P ] ‘ ' 


S-co  j 

Z S'W 

n-1  1 

2'-,Tn  \ 

■ 

u.  r 1 , 

2 1 p ‘ 

{ 7'  ^ 


3t  is  clear  fror.  Eq  (78)  that  the  rreqa.'.ajcy  spcct.T.um  of 

a pseudorandom  code  is  also  a line  spectrum.  The  envelope 

of  the  line  spectrum  follov.’s  the  function  sinc(x)  v;lth 

Ztt 

zero-crossings  at  w = — . That  is,  the  chip  width  t^  of 

Cq  O 

the  PN  sequence  determines  the  bandwidth  of  t’^c  code. 

Notice  also  that  the  frequency  components  of  Eq  (78)  occur 


at  intervals  of  l/pt^.  Thus,  the  number  cf  possible  jaimning 


frequenc:  es  (components  prior  to  the  first  zero-crossing) 
is  determined  by  the  lei';gth  of  the  sequence,  p.  In  oth.er 
words,  a pseudorandom  code  contains  p-1  sinusoidal  jamming 
frequencies. 

As  was  done  with  periodic  codes,  an  example  will  serve 
to  illustrate  the  relative  jamming  effectiveness  of  a PN 


code.  In  thi.s  example  the  phase  error,  0^,  for  a Pis  code 


yj 


j 

j 


i 

i 

j 

t 

.1 

1 


] 


containins  19  jcimning  frequencies  will  be  computed.  Frora 
the  foregoing  paragraph,  it  is  seen  that  a PN  code  cor.taining 
19  jat.ming  frequencies  must  have  a length  of  20.  Shovjn  in 
Table  II  is  a tabulation  of  the  phase  ori'ors  for  each  of 
these  19  frequencies.  The  values  of  a and  3 in  Table  II 
were  found  from  Eq  (78)  in  a manner  similar  to  that  described 
for  periodic  codes. 

Table  IT 

Relative  Pha'ie  Error  f:.r  a Pscudorandor.:  Code 
(S  ,525,  (J/J)  -■  25) 


Frequency 

Coraponent 

a 

0^(°) 

Frequency 

Conponent 

a 

1 

.2281 

11,15 

11 

, 1310 

. ...» 

2 

.2251 

11.01 

12 

.1156 

5,62 

• 

3 

. 2208 

10.  78 

13 

.1000 

4.86 

h 

4 

.2144 

10.47 

14 

.0842 

4 , 09 

■■ 

5 

. 2062 

10.06 

15 

. 0688 

3.34 

, 

6 

.1966 

9.59 

16 

.0536 

2,60 

7 

.1856 

9.05 

17 

.0390 

1.89 

8 

.1734 

8.45 

18 

. 0250 

1.21 

9 

.1600 

7.79 

19 

.0120 

0.58 

10 

. 1458 

7. 10 

, 

A comparison 

of  the  phase 

errors  in  Table 

I and 

Table  II 

; 

'i 

■ 

shows  the  pseudorandom  code  to  bo  considerably  inferior  to 
the  periodic  code  at  all  19  jamming  frequencies.  This  is 
because  the  av’-erage  or  DC  component  of  the  pseudorandom  code 
is  large  in  comparison  to  the  amplitude  of  its  sinusoidal 
components.  It  can  be  easily  seen  from  trgure  20  that  the 
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DC  value  of  a pseudorandom  code  will  be  approximately  d/Zj 
hence,  a large  portion  of  the  code’s  total  energy  aids 
the  missile  in  tracking  the  target,  Therefore,  the  results 
of  Table  I.I  reemphasizes  the  fact  that  an  effective  jamming 
code  must  have  a small  DC  component  relative  to  the  ampli- 
tude of  its  AC  components. 


Random  Binary  Codes 

A I'andon  binary  cede 


ar.c  wPicn  every  T seconds 


C’ili  C> 


one  of  two  signals,  either  s^Ct)  or  S2(t),  \vhlc.'h  signal  to 
emit  during  any  T f.occnd  interval  is  determined  probabi'Jis- 


ticallvf  that  is,  s^(t)  if  er.ltted  wah  probability  g and 
^2(1)  j - enitt-ci  \:ith  probability  1-a, 


The  power  sna;  1 ral  c n^ity , 
scheme  is  given  by  the  fol?.ov:ing 


of  a i.\v/d'..  la 

oxpres sion  (Ref  J 1 .*  1 a') 


ion 


S(f) 


1 

T n=-co 


q s^(J)  + li-qls2(5; 


6|f  - f 


+ i q(l-q)!Sj(f)  - S2(f)l  (79) 


wiiei'e  Sj(f)  and  Fourier  transionns  of  the 

elementary  signals  Sj(t)  and  S2(t).  isotice  that  S(f)  is 
composed  of  both  a line  spectrum  and  a continuous  spectrum. 
Thus,  a random  binary  code  is  capable  of  producing  both 
sinusoidal  and  noise  jamming. 

In  order  to  find  the  phase  error  due  to  such  a random 
binary  janmier,  the  analysis  must  be  handled  in  two  parts. 
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The  line  spectrum  will  be  used  to  find  the  phase  error  due 
to  sinusoidal  Jamming  and  the  continuous  spectrum  will  be 
used  to  find  the  phase  error  due  to  the  noise  jaiiiming. 

The  line  frequency  spectrum  of  the  code,  denoted  as 
Jj^(f),  can  be  found  from  the  power  spectral  density,  S(f), 
in  the  maimer  described  for  pseudorandom  codes.  Thus, 
from  Eq  (79)  an  expression  for  J- (f)  can  be  written  as 


1 [ I 

Jl/f)  = \ q 


n--co 


Given  a particular  Sj^(t)  and  s-jCt),  E’q  (30)  can  be  used  to 
find  the  a and  3 factors  r.oedt'J  in  detoaiin  i.'.' n;,  the  phrsc 
err(>r  due  to  sinuscida  ' iuiuni.Uif’ , 3 ^ , 

As  an  example,  assume  tltat  s^(t)  is  a square  pulse  of 
height  11  and  duriation  t^,  where  « T and  t^/T  = m (where 
ra  is  some  integer).  Furthermore,  asstime  tiiat  S2(t)  ~ 0. 
Notice  that  Sj^(t)  is  the  same  as  one  period  of  the  periodic 
code  discussed  earlier  in  this  chapter;  therefore,  the 
Fourier  transform  obtained  for  the  periodic  code,  given  by 
Eq  (71),  can  be  used  for  Sj(f).  Thus,  for  this  example, 

Eq  (30)  becomes 


Hqt 

(f ) = 


•^-00 

n=“W 


! irnt. 


sine 


(81) 
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Eq  (31)  is  a two-sided  frequency;  however,  in  keeping  with 
the  convention  of  using  one-sided  spectrums,  is 


rewritten  as 


2llqt  I 

J,  (f)  = — — 2 sine 
^ ^ n=l  ' 


T " t)  T 


6(f) 


(82) 


Both  a and  3 can  be  coir.pufed  from  Eq  (82).  For  example, 
the  BC  ooiiiponent;  of  j.,  (f)  is 


}-]af 

J,(o) 


therefore, 


^ -=-5^ 


(S'O 


where  q is  the  probability  of  s^(t)  being  sent.  Similarly 


a is  found  to  be 


a„  = — Sl.nc  — — 
n f £ 


(85) 


where  denotes  a for  the  n'  harmonic. 

The  relative  jemming  effectiveness  of  a random  binary 
code  will  be  compared  against  that  of  a periodic  and  pseudo- 
random code  by  means  of  an  example.  In  keeping  with  Ulie 
previous  example,  tlie  random  binary  code  is  assumed  to  have 
19  different  jairming  froquenetes;  thus,  from  Eq  (85)  it  can 
be  seen  tliat  c^/T  = 1/20.  Furthermore,  to  simplify  the 
calculations,  assume  Sj^(t)  and  S2(t)  are  equally  likely  or 
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q = ij.  A tabulation  of  the  phase  error,  G^,  for  each  of  the 
19  possible  sinusoidal  jamming  frequencies  is  shown  in 
Table  III. 


Table  III 

Relative  Phase  Error  for  Random  Binary  Code 
(sinusoidal  jamming  only,  3 = .025,  (J/S)  = 25) 


Frequency 

C\ 

Frequency 

r* 

a,(") 

Component 

yj. 

Component 

vA. 

1 

, 0493 

22.52 

11 

.0236 

12.  7i 

2 

.0492 

22.24 

12 

.0253 

11.22 

3 

.0432 

21.76 

13 

.0218 

9.65 

4 

.0468 

21. 10 

14 

.0134 

8.14 

5 

.0450 

20.25 

15 

.0150 

6.63 

6 

.0429 

19.27 

16 

.0117 

5.16 

7 

.0405 

13.15 

17 

.0035 

3.75 

3 

.0379 

16.95 

18 

, 0055 

2.42 

9 

.0350 

15.62 

19 

. 0026 

1.15 

10 

.0319 

14 . 20 

A comparison 

of  Table  III 

with  Tables  I 

and  11  : 

shows 

the  random 

binary 

code  to  lie 

almost  exactly 

botv-^een 

the 

periodic  code  and  the  pseudorandom  code  in  relative  jamming 
effectiveness.  IIov;ever,  keep  in  mii.d  that  Table  III  contains 
only  the  phase  en'or  contricutecl  by  the  line  spectrum  of  Uie 
random  binary  code.  The  total  phase  error  generated  by  a 
random  binary  code  will  also  contain  a contribution  from  the 
continuous  spectriim. 
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The  phase  error  induced  by  noise  jamming,  i.e.,  a 
continuous  frequency  spectrum,  can  be  computed  from  Eq  (61) 
vdiich  is  rewi-itten  here  for  convenience 


0 a 

n 


where  is  the  phase  eri'or  due  to  noise  jamming. 

An  example  will  sei vo  to  illu  iuruPe  the  effect  of  noito 
jamming  on  total  ayst^ra  phase  erroi'.  Suppose  that  the 
signal- to -noise  ratio,  (A^/h)  . is  1000  and  that  the  loo^)  band 
width,  is  10  Hz,  Fro-  Figure  16  it  can  be  seen  that 
0,.  «:  6*^  j thus,  the  tctil  systSiT!  p})a5e  er.ctr,  is  the  ss”'. 

of  the  0 's  shovvn  in  Table  IXI  and  G.,  6*^.  yheteforo,  the 

contribution  of  G^,  in  this  example  makes  the  total  please 
error  for  a random  binary  code  almost  as  great  as  that  of 
the  periodic  code  and  considerably  better  than  the  fi\  code. 

The  reader  should  keep  in  mind  that  the  foregoing 
discussion  of  the  phase  error  resulting  from  noise  jamming 
is  intended  as  a crude  estifaate  only.  However,  since 
Figure  16  indicates  that  noise  jamming  is  a potential  source 
of  largo  jamming  errors,  it  is  recommended  that  a more  coai- 
plcte  model  of  noise  jamming  be  developed. 


Other  Modulation  Techniques 

The  modulation  techniques  presented  in  this  clvipter 
arc  by  no  means  the  only  possible  jamming  codes  available; 
they  were  chosen  because  they  represent  thrx2o  distinct  types 
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of  codes.  Indeed,  variations  on  the  tecliniques  presented 
herein  can  lead  to  a number  of  possible  Jamming  schemes. 

For  example,  variations  on  random  bi.nary  codes  alone  include: 
codes  with  Gaussian  or  cosine  pulses  instead  of  square  pulses, 
codes  with  more  than  tv7o  signals,  codes  which  delay  signals 
from  period  to  period,  codes  which  are  modulated  by  sinu- 
soids or  other  codes.  The  performance  of  these  codes  and 
others  could  be  evaluated  using  the  techniques  described  in 
this  thesis. 
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VI.  Conclupionr'  arid  Recomnendatl  nns 


This  chapter  v;ill  present  some  basic  conclusions  from 
the  previous  five  chapters  and  several  recommendations  for 
further  study  v;ill  be  piven. 


The  major  conclusions  of  this  study  are  these* 

1.  The  tracking,  performance  of  an  AM,  rct.ati.n^-reticlc 
TR  system  can  be  degraded  by  a sinusoidal  ly-!r:,dul<. ted  IR 
source  operating,  at  the  scan  frequency  c;f  tlr:  reticle. 

2.  To  per.i'iii;  jammin,?,  af'.ainst  rctivole- l>a •^ed  IR  systr'.rr-; 
of  varylnp,  or  unkno’un  scan  rates,  modulaticn  tech.nicuies  can 
l:ie  developed  which  allow  Jamminjy  over  a range  of  possible 
scan  frequencies.  Th.ree  .such  techniques“-periodlc , psuedc- 
randoin,  and  random  binai:y--were  discussed  in  this  thesis. 

3.  Prospective  jamming  modulation  techniques  can  be 
evaluated  fo’'  relative  jamming  effectiveness  using  proce- 
dures developed  in  Chapter  IV  of  this  thesis. 

d.  Of  the  three  modulation  techniques  presented,  it 
appears  tiiat  jx^riodic  and  randoin  binary  codes  are  better 
suited  to  IR  jamming  applications  than  are  pseudorandom 
codes. 

5.  The  effectiveness  of  a jamming  system  will  depend 
not  only  on  the  modulation  technique  employed,  but  also  on 
the  availability  of  IR  .sources  with  large  peak  powers. 


Reconmienclafions 


The  major  suggestions  for  further  study  are  these* 

1.  A study  is  recommended  to  determine  if  the  results 
presented  herein  for  an  A>!,  rotating -roticle  system  can  be 
extended  to  other  types  of  reticle  systems,  such  as  FK, 
stationary-reticle  systems. 

2.  A first-cut  attempt  was  made  to  model  a code  with  a 
continuous  frequency  spoctrun  as  an  additive  noi se  source  in 
the  electrical  netwoi'k  of  an  IR  system.  Furtlier  study  is 
needed  to  test  the  validity  of  this  model,  and  if  trie.  tuv'.cI 


is  valid, 
ix)tential 

3. 


further  study  is  needed  to  deteruino  the 


, if  any,  of  noise  jamming. 

Ihc  jammer  mcdel  preserited  in  t’ni.s  thesis 


] 


assumed  to  have  tin  optii'-rsl  phase  angle  v;i.th  respc'^  t to  tl.e 
reticle  system.  In  a simulated  or  operational  system  this 
would  be  an  unrealistic  assirnption;  therefore,  further  study 
is  needed  to  resolve  this  phase  reference  issue, 

A.  As  is  the  case  with  any  theoretical  undertaking, 
its  true  v;orth  can  only  be  ascertained  after  empirical 
evidence  has  collaborated  its  findings.  Therefore,  a phys- 
ical simulation  usii.g  the  techniques  described  in  this 
rc(x*jLt  is  rccoTiimended. 
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